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1. Introduction

An ontology is a specification of a conceptualization [1]. It is a
simplified abstract view of reality which contains the objects,
concepts and relations that interest us. It represents knowledge in a
formal and structured form, and provides better communication,
reusability and organization of knowledge along with a better
computational inference [2–4].

The principal objective of ontologies is to establish ontological
agreements that will serve as a basis for communication between
either human or software agents, thus the decreasing language
ambiguity and knowledge differences between these agents which
may lead to errors, a lack of understanding and unproductive efforts.
The use of ontologies also provides other advantages such as the
filtering and inference of knowledge or the validation of consistency.
In other words, models and meta-models are abstractions of a part of
the reality, and ontologies are a basic component of these meta-
models that support their construction by expressing what can or
cannot be included, and permit the definition of axioms which
support the inference of knowledge or the validation of consistency.

Moreover, any research community manages a great deal of
concepts and relations which need to be formally defined, and
ontologies help us to organize our knowledge, to report incidents in
an effective manner and to share information with other organiza-
tions. For example, sharing explicit knowledge in Software Engineer-
ing is often extremely difficult, and may lead to a waste of time and
effort. Researchers are, therefore, currently working on knowledge
integration and its support with software tools [5,6], and ontologies
are a good approach by which to support this.

We can thus conclude that each community should profit from the
advantages provided by the use of ontologies and should attempt to
reach a consensus regarding the main concepts that they manage. In
fact, in most scientific communities it is frequently possible to find
standards which can serve as a basis for the construction of an
ontology [7,8]. Section 4.1 provides a more in-depth discussion
regarding the obtaining of general ontologies for different scientific
fields [9] and the main difficulties involved in achieving this goal [10].

Information security is also a vital aspect for the development of
information systems [11] and the survival of enterprises [12], and a
security community manages a great deal of concepts and relations
which need to be supported by an ontology that provides a support
through which to develop methods, processes and methodologies
[7,13].

IT security has undergone a spectacular evolution in the scientific
community, and the number of events and journals focused on
security has increased dramatically. Security is also identified in
digital bibliography databases (such as DBLP) as being the most
popular keyword in computer science journals and proceedings, thus
signifying that security is one of the most active scientific disciplines,
and making the existence of an ontology which clearly defines,
classifies and links the related concepts is highly important.
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Table 1
Keywords.

Area Keywords Related concepts

Ontologies Ontology Ontological Engineering
OWL
RDF
DAML

Security Security Security engineering
Privacy
Confidentiality
Integrity
Availability
Authentication
Non repudiation
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Information assurance, security and privacy have thusmoved from
being considered by information systems designers as narrow topics
of interest to becoming critical issues of fundamental importance in
our society [14]. These are serious requirements which must be
carefully considered, not as isolated aspects, but as elements that
must be present in all stages of the development lifecycle, from
requirements analysis to implementation and maintenance [15–21].

The application of ontological engineering to IT security provides
us with better knowledge organization and mechanisms for the
prediction of security problems [22]. Many examples of this have thus
been applied to the semantic web [2,14], privacy preservation in trust
negotiations [23], security risk management [24], computer attacks
[25], etc. The need for a complete security ontology in the security
community has been identified as an important challenge and
research branch [21].

We have therefore carried out a literature review by using the
systematic review approach proposed by Kitchenham [26,27] with
the objective of obtaining a solid background with regard to security
ontologies. This work is the evolution of a preliminary review which
was published in [28]. A significant amount of this paper is therefore
devoted to formally defining the review and its execution in order to
discover, analyze and compare the most relevant proposals
concerning ontological engineering when applied to security. As a
conclusion of this study, we have identified that although these
security ontologies make important contributions to the security
community, they only offer partial solutions to the integration of their
knowledge into an integrated security ontology. What is more, we
have identified that the accomplishment of this general integrated
ontology is a difficult and complex task that requires broad discussion
and consensus within the scientific and professional community. This
paper is therefore intended to be as a starting point by which to attain
this goal. We have therefore identified a set of key requirements
which must be fulfilled by an integrated security ontology, starting
from a formal and contrasted ontology comparison framework, which
we have identified as the best means to achieve this aim in the
ontological field. We have then analyzed whether the current
approaches fulfill these key requirements, and we have made certain
proposals concerning how an integrated security ontology could be
defined in the form of guidelines and recommendations regarding
aspects of content and relations of the ontologies, along with other
technological aspects related to the formal characteristics of the
ontologies and their support tools. This set of recommendations may
also serve to define new specific research in this line of work.

The remainder of the paper is organized as follows: Section 2:
shows how the review was planned by defining the research
question; describes how the review was carried out; defines the
data that we wished to extract and synthesizes the information
obtained from themost relevant studies. Section 3 compares the most
mature ontologies of these studies, considering a formal ontology
comparison framework, which compares their components and
dimensions (principally the content dimensions, which include
concept, relation, taxonomy and axiom factors) and analyzes the
results obtained. In Section 4 we discuss the difficulties involved in
defining an integrated ontology and identify a set of key requirements
for an integrated security ontology we compare the current
approaches, analyzing how they fulfill these key requirements, and
finally we offer a set of ideas and recommendations for the definition
of this ontology. Finally, Section 5 sets out our conclusions.

2. Systematic review

The realization of a literature review through the use of a
systematic review permits all the significant studies (primary studies)
related to a given research question to be identified, evaluated and
analyzed. A systematic review provides several advantages: it allows
the existing evidence related to a treatment or technology to be
summarized, any gaps in present-day investigation to be identified,
thus suggesting areas of future investigation, and a framework to be
provided in which new research activities can be appropriately
positioned.

A systematic review is based on a defined research strategy that
attempts to detect all relevant literature. Explicit inclusion and
exclusion criteria are needed to evaluate each potential primary
study and to specify the information of each primary study, including
quality criteria. This systematic review has been performed on the
basis of the guidelines proposed by Kitchenham [27], which are
appropriate for software engineering researchers. We have also used a
review protocol template developed by Biolchini [29] which facilitates
systematic review planning and execution in software engineering.

Our systematic review consisted of several stages. We begin by
showing how the review was planned, along with identifying its
needs and defining its protocol. We then describe how the planned
review was applied in order to obtain the set of primary studies and
how the relevant information was extracted from them. The main
proposals are compared by using a formal framework, and we
conclude by stating their early state of development and the need for
additional research efforts.

2.1. Review planning

In this phase, we define the research objectives and the way in
which the review will be carried out. This includes both the
formulation of research questions and the planning of how the
selection of sources and studies will take place.

2.1.1. Question formularization
In this section, the research objectives are clearly defined. The

question focus is that of identifying the most relevant works centered
on the development of ontologies that deal with security issues. The
research question that was addressed by our review is, therefore, as
follows: What initiatives have been carried out to develop security
ontologies in the field of ontological engineering? Table 1 shows the
keywords and related concepts that were used to formulate this
question and which were used during the review. These keywords
have been considered to be those which were most representative in
discovering those papers that assisted us in answering our research
question.

In the context of the planned systematic review, the proposals
concerning security ontologies were observed, analyzed and com-
pared. The population group that was observed thus consisted of
publications in the selected data sources.

The expected result at the end of this systematic review was the
identification of initiatives related to security ontologies. The outcome
measures are the initiatives that were identified grouped by area and
the comparison of the main proposals. The main application area that
will benefit from the results of this systematic review is that of
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ontological engineering when applied to security, and the specific
people who will benefit are academics, researchers and professionals.

The meta-analysis of the review is focused on analyzing the
contributions of the security ontologies proposed in the primary
studies by, on the one hand, discovering the current contributions and
analyzing areas of interest and, on the other hand, comparing the
most significant ontologies identified through the use of a formal
comparison framework [30]. This will allow us to obtain a vision of the
current situation and thus detect deficiencies and situate future
research.
2.1.2. Source selection
The objective of this phase was to select the sources in which to

carry out searches for primary studies. The selection criteria used to
evaluate the study sources was based on the research experience of
the authors of this work, and these sources were selected by
considering certain constraints: studies included in the selected
sources had to be written in English and these sources had to be Web
available and possess search engines that would allow us to execute
advanced search queries. The following list of sourceswas considered:
Science Direct, ACM digital library, IEEE digital library, SCOPUS,
Scholar Google, DBLP. The experts considered that this list of digital
sources indexes themost relevant research from journals, conferences
and book chapters. Nevertheless, the results obtained after executing
the review was refined by a manual process, in which other sources
(such as web pages of communities and research groups, book
chapters not indexed in the previously listed sources, etc.) were
queried in order to incorporate relevant works that it was not possible
to identify during the execution of the review.
Table 3
Primary studies classified by area.

Proposal Security
ontologies
general

Security ontologies
specific domain

Theoretical
works

Basile et al. [31] Policy-based network
management

Beji and Kadhi [32] Mobile applications
Denker et. al. [14,34,35] X
Dobson et al. [2,36] QoS constraints
Donner [7] X
Fenz et al. [24,37–43] X
García-Crespo et al. [46] Access control
Geneitakis and
Lambrinoudakis [92]

VoIP services

Herzog et al. [33] X
Kagal and Finin [93] Conversation policies
Karyda et al. [47] X
Kim et al. [48,49] X
Kwon and Moon [94] RBAC
Lee et al. [50] X
Li and Wang [51] Auditing
Liu and Lee [52] Network
Maamar et al. [95] Web services
McGibney et al. [96] Intrusions
Mouratidis et al. [53–56] Social aspects
Mouratidis and Giorgini [21] X
Parkin et al. [58] Human-oriented

security issues
Raskin et al. [22] X
Tan and Poslad [97] Security reconfiguration
Thuraisingham [98] Security standards
Tsoumas et al. X
2.1.3. Studies selection
Having defined the sources, it is now necessary to describe the

process and the criteria used for study selection and evaluation.
Firstly, as is shown in Table 2, we combined the selected keywords
with AND and OR connectors to obtain our search chain.

The procedure for study selection beganwith the adaptation of our
search chain to the syntax of each search engine, and its execution.We
then obtained a set of results to which the inclusion criteria were
applied in order to make an initial selection of studies which were
potential candidates for primary studies. This criterionwas focused on
analyzing titles, keywords and abstracts of the studies in order to
discover how the concepts of ontological engineering when applied to
security are related. We thus discovered relevant proposals and
discarded most of the irrelevant studies. Security standards were not
considered to be security ontologies in the review because they are
plain taxonomies of concepts and are used in the development of
these ontologies.

The exclusion criterion was then applied to the set of relevant
studies in order to obtain a set of primary studies. In this stage, the set
of candidate studies was analyzed in depth, focusing on abstracts,
conclusions and other sections, in order to detect which proposals are
genuinely important contributions in the field of ontological engi-
neering when applied to security, i.e. works which define security
ontologies for a general purpose or for a specific domain and
theoretical works which discuss the importance of an integrated
security ontology and provide proposals through which to achieve
this.
Table 2
Search chain.

(Ontology OR (Ontological and engineering) OR OWL OR RDF OR DAML
And
(Security OR (security and engineering) OR privacy or confidentiality or integrity
or availability or authentication or (non and repudiation))
2.2. Review execution

During this phase, it is necessary to execute the search in the
defined sources and to evaluate the obtained studies according to the
established criteria. After executing the search chain on the selected
sources we obtained a set of about 300 results which were filtered
with the inclusion criteria to give a set of about 100 relevant studies.
This set of relevant studies was again filtered with the exclusion
criteria to give a set of studies consisting of 31 primary proposals.

The obtained studies which completely fitted all the previously
defined inclusion and exclusion criteria are shown in Table 3, and are
classified into three kinds of proposals: (1) contributions which
attempt to define security ontologies with a general purpose; (2)
contributions focused on security ontologies for a certain application
domain; and (3) theoretical works which deal with the importance of
an integrated ontology in the security community and how to
approach the problem. In the following section, the information
relevant to the research question is extracted from the selected
studies.

2.3. Information extraction

Once the primary studies have been selected, relevant information
is extracted and results are described. In order to standardize the way
in which this information will be presented, we have created a means
by which to collect data from the selected studies. The forms of
information defined for this review are made up of three components:
basic information (authors, title, publication, and reference in APA
[13,59,60]
Undercoffer et al. [25] Vulnerabilities
Vorobiev et al. [63,64] Vulnerabilities
Wang et al. [65] Vulnerabilities
Yu et al. [57] Social aspects
Zhou et al. [66] Reliability
Zhou et al. [68] X
Total 8 20 3
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format), general description (study area and summary) and our
general impressions and comments (details related to the composi-
tion of the proposed ontology, information regarding security
standards, language and methodology used to define the ontology,
etc.). The selected areas which were used to classify the studies are as
follows: security ontologies (general), security ontologies applied to
specific domains and theoretical works.

We shall now present a brief outline of each of the studies selected
in the previous section according to the extracted information
obtained from the forms. We have limited the scope of this study
and we focus on security ontology proposals.

2.3.1. Basile et al., “Ontology-based Security Policy Translation” [31]
Themain goal of this ontology is tomodel concepts within the field

of policy-based network management and to provide reasoning in
order to generate configurations for security controls by using Access
Control Lists (ACL) and secure channels.

This ontology has been organized into three levels. The first
includes the main instances which are obtained from processing
external files. The instances in the other levels are obtained by
applying a reasoning process. The second level classifies computers
into workstations or servers, and the third level classifies them into
shared or personal. Properties regarding concepts have also been
included in order to allow deduction.

2.3.2. Beji and Kadhi, “Security Ontology Proposal for Mobile
Applications” [32]

The field of mobile applications’ development requires the
consideration of security constraints, but standards have not been
established.

The authors analyze themost relevant concepts related to this field
(Vulnerabilities, Threats, Assets, Constraints, Actors, Mechanisms,
Resources, Services and Value Types) and define an ontology in OWL-
DL to conceptualize the main concepts related to mobile applications
and the relations between actors and security goals.

This ontology is based on the security for information systems
ontology defined by Herzog et al. in [33] and is composed of three sub-
ontologies: an Asset-Vulnerability-Threat ontology (AVTo); a Mobile-
Profile ontology (MPo); and a DefenseMechanism ontology (DMo).

2.3.3. Denker et al., security ontology to annotate web services [14,34,35]
These authors develop an ontology with which to annotate web

services by including well-known security concepts that enable
security standards to be interconnected. This workwasfirst developed
by using DAML [34] and later by using OWL-S (http://www.daml.org/
services/owl-s/) [14,35]. OWL-S uses agent technology to enable the
automation of services on the Semantic Web, and it is supported by
tools that permit editing (plug-in for Protégé, etc.), matching,
validating, visualizing, etc.

OWL-S is made up of threemain parts: a service profile with which
to advertise and discover services; the process model, which provides
a detailed description of a service's operation; and the grounding,
which provides details on how to interoperate with a service via
messages. This ontology, denominated as “OWL-S Security and
Privacy”, contains two sub-ontologies related to security: “security
mechanisms”, which captures high-level security notations, and
“credential”, which defines authentication methods.

2.3.4. Dobson et al., Ontology for non-functional requirements “QoSOnt”
[2,36]

In these works, the authors review ontologies for Requirements
Engineering and propose an ontology for non-functional require-
ments which can be reused in different domains. This ontology, called
“QoSOnt”, provides a conceptualmodel with which to describe quality
of service (QoS) constraints by using non-functional attributes and
metrics, and also includes semantic rules with which to, for example,
automatically convert units and metrics.

As a part of their main goal, the authors use OWL to define an
ontology focused on the field of dependability requirements which is
compliant with the IFIP Working Group 10.4 taxonomy and includes
security issues such as “dependability”, “reliability”, “availability”,
“integrity”, “confidentiality” or “safety”.

2.3.5. Fenz et al., Ontology for IT-Security based on risk management
“SecurityOntology” [24,37–43]

In [37,39], the authors study security in small and medium size
enterprises (SMEs) and propose a holistic solution based on a security
ontology (“SecurityOntology”) that includes low-cost risk manage-
ment and threat analysis.

This security ontology is based on Landwehr's security and
dependability classification [44]. It is used to allow organizations to
capture the business knowledge required, and it is created during a
security risk analysis in which instances of concepts are added to the
ontology to permit the simulation of various attack and disaster
scenarios, always focusing on the Infrastructure asset. Each scenario
can be replayedwith a different protection profile so as to evaluate the
effectiveness and the cost/benefit ratio of individual safeguards.

This security ontology is available at (http://securityontology.
securityresearch.at/) and can be browsed and edited on-line by using
web protégé (http://sec.sba-research.org/webprotege/). The ontology
consists of five sub-ontologies. The main sub-ontology is “threat”, and
includes appropriate countermeasures, threatened infrastructures
and suitable evaluation methods. The “Security Attribute” sub-
ontology models the impact of threats, “Infrastructure” describes
infrastructure elements, “Role” maps enterprise hierarchies and
“Person” represents the natural people who are relevant to security
issue modelling. In [40] the threat simulation approach is extended
with risk analysis methods in order to improve quantitative risk
analysis, and in [24] the authors develop a tool called AURUM
(Automated Risk and Utility Management) in order to support
decision makers in selecting security measures according to technical
and economic requirements. Furthermore, in [38,43] the authors
propose a methodology based on their Security Ontology and the
Security Standard ISO/IEC 27001 [45], which allows security metrics
to be generated automatically, and organizations to evaluate their
compliance with security standards, thus enhancing their overall IT
security level.

2.3.6. García-Crespo et al., “SecurOntology: a semantic web access
control framework” [46]

This work focuses on the specification of access control security
policies by using an ontology defined in OWL-DL. It formally describes
RBAC policies and is complemented with an architecture which
permits its application to typical web systems.

SecurityOntology is composed of: classes which represent the
main concepts (resources, owners, roles, permissions, permissions
associated with specific resources, and consults); properties which
establish relations between concepts (hasRole, isOwnerOf, itsOw-
nerIs, hasPermission, hasChild, isChildOf, resource and permission);
and rules defined in SWRLwhich allow new knowledge to be inferred.

2.3.7. Herzog et al., “An Ontology of Information Security” [33]
The authors of this proposal use OWL to develop an ontology for

information security which is available on-line (http://www.ida.liu.
se/~iislab/projects/secont/). This ontology is mainly focused on assets,
threats and countermeasures. Nevertheless, it also includes concepts
concerning access control models (RBAC, MAC, DAC, etc.), crypto-
graphic models, security goals (authentication, confidentiality and
integrity goals), vulnerabilities, products (databases, Operating
Systems, etc.), strategies and so on.

http://www.daml.org/services/owl-s/
http://www.daml.org/services/owl-s/
http://securityontology.securityresearch.at/
http://securityontology.securityresearch.at/
http://sec.sba-research.org/webprotege/
http://www.ida.liu.se/~iislab/projects/secont/
http://www.ida.liu.se/~iislab/projects/secont/
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The main classes, “Asset”, “Threat” and “Countermeasure”, are
defined in greater detail. For example, “Asset” considers kinds of
Networks, electronic tokens (encryption keys, passwords, cookies,
etc.), biometric tokens (fingerprint, retina, voice, etc.), physical
tokens, kinds of hardware, hosts, etc.

Moreover, relationships between the ontology's concepts are
defined, thus providing us with reasoning capabilities such as the
establishment of the countermeasures associated with specific
threats.

This ontology can be extended with new elements; the authors
therefore provide several examples of how further extensions can be
achieved: an ontology to define sorted views for threats and
countermeasures; an ontology which includes tools used to analyze
C source code; and an extension of the memory protection
countermeasure achieved by adding several tools and methods.

2.3.8. Karyda et al., “An ontology for secure e-government applications”
[47]

In this work, the authors use OWL to propose a security ontology
with which to develop secure applications. It captures the security
knowledge of experts in order to support communication between the
security experts, users and developers who use it to both include
security requirements and to support design choices. The authors
develop their ontology by applying four stages in an iterative process:
they determine questions of competency, enumerate important terms,
define classes and hierarchies, and instantiate. The proposed ontology
is formed of “assets” (data asset, hardware data, etc.), “counter-
measures” (identification and authentication, network management,
auditing services, physical protection, etc.), “objectives”, “persons”
(insider stakeholder, attacker, etc.) and “threats” (errors, attacks,
technical failures, etc.). They validate the defined ontology by using
nRQL queries, and demonstrate that their ontology can be used in
various contexts by applying it to e-government scenarios: e-tax and
e-voting.

2.3.9. Kim et al., security ontology for annotating resources “NRL” [48,49]
These authors use OWL to develop the “NRL” security ontology

which focuses on the annotation of functional aspects of resources.
This ontology is capable of representing security statements such as
mechanisms, protocols, algorithms and credentials, and can be
applied to any electronic resource.

“NRL” presents an architecture which is easy to use and easy to
extend, and is made up of seven sub-ontologies. Three of them are
based on existing ontologies in DAML: firstly, the “Service security
ontology” describes the security annotation of semantic web services;
secondly, the “Agent security ontology” enables the querying of
security information; and finally the “Information object ontology”
describes the security of Web service input and output parameters.

The four remaining ontologies are as follows: the “Main security
ontology”, which describes security protocols, mechanisms and
policies; the “Credentials ontology”, which specifies authentication
credentials; the “Security algorithms ontology”, which describes
various security algorithms; and the “Security assurance ontology”,
which specifies different assurance standards. In [49] this ontology is
applied to a Service Oriented Architecture to annotate security aspects
of Web service descriptions and queries.

2.3.10. Lee et al., “Building Problem Domain Ontology from Security
Requirements in Regulatory Documents” [50]

In this paper, the authors identify security requirements for
certification and accreditation activities which are expressed in
regulatory documents. These requirements are of a non-functional
nature which imposes complex constraints on the behavior of
software systems and makes them difficult to understand, predict
and control. The authors present a framework which includes
techniques extracted from software requirements engineering and
knowledge engineering, and they propose a common language with
which to extract concepts from regulatory documents. This method-
ology is applied to the construction of a problem domain ontology
from regulatory documents enforced by the DITSCAP—Department of
Defense Information Technology Security Certification and Accredi-
tation Process.

2.3.11. Li and Wang, “Applications of Ontology in Management of
Information Asset” [51]

The authors develop an ontology with which to manage
information assets, focused on auditing. It combines auditing regula-
tions in SWRL and adds inference capabilities that help auditors to
know the status of information assets and discover problems.

2.3.12. Liu and Lee, “Constructing Enterprise Information Network
Security Risk Management Mechanism by Ontology” [52]

This ontology defines information security riskmanagement based
on the ISO 27001 security standard. It is composed of three sub-
ontologies: a task ontologywhich defines the problems to be solved; a
resolution ontology which specifies problem solving methods; and a
domain ontology which includes information security and domain
knowledge concepts. Security management rules have been addition-
ally defined over relations between concepts, thus allowing inferences
to be attained.

2.3.13. Mouratidis et al., an Ontology for Modelling Security with Tropos
[53–56]

The Tropos methodology considers two approaches in software
development: a security-oriented process and a management of a
trust-oriented process. This methodology is based on social hierar-
chies and adapts components of the i* framework [57], which uses the
concepts of actors, goals, tasks, resources and social dependencies to
define the obligations of actors (dependees) towards other actors
(dependers). The authors improve the social ontology created for the
i* framework with new security concepts: constraints, secure entities
(secure goals, tasks, resources, ownership) and secure dependences
between actors (such as trust of execution, trust of permission,
delegation of permission and delegation of execution). The result is a
methodology which considers the issues of security and trust as a part
of its development process [53–55]. A case study from the health
domain is employed to illustrate the approach. The authors have
recently proposed a framework which attempts to align the security
concepts used in laws and regulations with the terminology used in
requirements engineering [56].

2.3.14. Parkin et al., “An information security ontology incorporating
human-behavioural implications” [58]

This ontology represents human-oriented security issues and can
be used by security managers to assist in information security
decisions. It is based on the ISO 27002 security standard, which is
related to human behavior, and permits the identification of their
effects on information security. The ontology has been developed by
using OWL and is composed of the following main concepts: objects
from the ISO 27002 security standard (chapter, section, guideline and
guideline step); information assets identified as being critical for the
security management process; roles responsible for security assets'
maintenance; vulnerabilities with assets' weakness; threats which
exploit vulnerabilities; and behavior controls which mitigate
vulnerabilities.

2.3.15. Tsoumas et al., an Ontology for SPIT management “OntoSPIT”
[13,59,60]

In this proposal, the authors describe a security framework of an
arbitrary information system which provides security acquisition and
knowledge management. This framework is based on a security
ontology which extends the DMTF Common InformationModel (CIM)
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(www.dmtf.org) with ontological semantics in order to use it as a
container for IS security-related information. This Security ontology is
based on security and riskmanagement practices such as CRAMM [61]
or COBIT [62]. This proposal describes 4 phases with which to
establish the IS security management framework, the first being the
“building of the security ontology”. As further work they envisage the
development of a standards-based, best practices database with
implicit security knowledge to support information extraction and the
decision making process which will consider semantic rules and the
ontologies' properties of reusability and interoperability. The authors
have recently developed an ontology called OntoSPIT [60] which they
hope to incorporate into more general security ontologies, despite its
being focused on the modelling and management of spam attacks on
VoIP communications.

2.3.16. Undercoffer et al., “Modelling Computer Attacks: An Ontology for
Intrusion Detection” [25]

Here, the authors first analyze approximately 4000 vulnerabilities
and their exploit strategies, and they then use DAML + OIL and
DAMLJessKB to create an “IDS Ontology” with which to specify
computer attacks. In this paper, the authors also summarize the main
languages for specifying computer attacks: P-Best, STATL, LogWeaver,
CISL, BRO, Snort Rules and IDMEF and present several use case
scenarios with common attacks: “Denial of Service— Syn Flood”, “The
Classic Mitnick Type Attack” and “Buffer Overflow Attack”.

2.3.17. Vorobiev et al., “Security Attack Ontology for Web Services”
[63,64]

The authors develop several ontologies related to vulnerabilities
by considering previously defined ontologies such as “OWL-S Security
and Privacy” and “NRL”.

This work presents a high level ontology for security assets-
vulnerabilities (SAVO) which is oriented towards non-security
professionals. They also define ontologies for: security algorithms-
standards (SASO) with concepts such as security algorithms,
standards, credentials, assurance levels, etc.; security functions
(SFO) related to SASO elements; security attacks (SAO); and defences
(SDO) with specific countermeasures to avoid them.

2.3.18. Wang et al., “An Ontological Approach to Computer System
Security” [65]

The authors present an ontology focused on vulnerability
management which includes all the vulnerabilities detected by NVD
(http://nvd.nist.gov/scap.cfm). It also includes inference and knowl-
edge discovery capabilities.

2.3.19. Yu et al., “A Social Ontology for Integrating Security and Software
Engineering” [57]

The authors integrate security into a requirement driven devel-
opment process. This proposal deals with the social context of security
by using a social ontology based on i*, an agent framework oriented
towards model systems which considers intentional aspects such as
goals, softgoals, tasks, resources and beliefs. It also includes models
with which to describe relations between actors and to support the
reasoning of each actor in his/her relations with other actors.

2.3.20. Zhou et al., an Ontology Approach focused on Reliability
“OntoArch” [66,67]

The authors propose an ontology-based method for software
reliability modelling called OntoArch, which includes a software
reliability ontology developed in OWL together with an ontology-
based software modelling system. They describe reliability engineer-
ing as a series of interrelated processes bywhich reliability knowledge
is reorganized with the support of methods, tools, models, organiza-
tion, and the specifications of input and output. The authors have
additionally validated OntoArch by applying it to the design of a
system architecture for a Personal Information Repository.

2.3.21. Zhou et al., “An Integrated QoS-Aware Service Development and
Management Framework” [68]

This work proposes a method for management and service quality
assurance (QoS-aware) which consists of a QoS-aware service
management infrastructure, a QoS ontology and a QoS property
ontology. The QoS ontology provides us with a knowledge mapping
with QoS concepts and relations that can be used for QoS-aware
service communication and exchange. The QoS property ontology has
two sub-ontologies: “Technical QoS property”, which defines con-
cepts and relations related to software development and “Managerial
QoS property” which focuses on service provision.

2.4. Conclusions of the systematic review

After carrying out the systematic review, the results were
summarized and analyzed by using the methods defined during the
planning phase. Table 3 presents the primary studies classified
according to the purpose of the work, which was: to define a general
purpose security ontology, to define a security ontology focused on a
certain domain (in this case the domain has been indicated in
Table 3), or theoretical works which, despite making interesting
contributions, do not formally define an ontology. As can be seen in
Table 3, although security ontologies with a general purpose are being
developed, themajority of security ontologies found in this review are
focused on formalizing a concrete domain that is necessary to solve a
specific problem, since formalizing all the concepts in the security
domain has been identified as a difficult task.

Table 4 shows a detailed summary of the works selected in this
review. The following aspects are analyzed: whether the ontology has
been conceivedwith a general purpose or only attempts to represent a
specific domain; aspects related to the design of the ontology,
particularly whether development models or standards have been
used; whether security standards (such as ISO/IEC 27001 [45], ISO/IEC
15408-1999 [83], etc.) or best practices (such as MAGERIT [74],
CRAMM [61], OCTAVE [84], COBIT [62]) have been considered; the
language used to formalize the ontology; whether the ontology is
available on-line or is under development; and themain contributions
provided by the ontology.

Although the majority of the security ontologies found are focused
on specific domains, we can observe that most of them have been
developed over a general approach, which considers the importance
of a general purpose security ontology and allows the further
extension of the ontology. Furthermore, whereas many ontologies
have considered standards or best practices in security (ISO/IEC 27001
[45], CRAMM [61], COBIT [62], IFIP WG 10.4, etc.), very few works
clearly identify the use of a model or standard for the ontology's
development. Since security standards are plain taxonomies of
concepts, ontologies can establish a semantic layer into which these
standards can be integrated and improved with more features such as
knowledge inferences. Finally, the majority of general purpose
security ontologies have been defined by using OWL and are available
on-line, thus allowing an active participation and feedback from the
security community. A good example is the Security Ontology defined
by Fenz [24,37–43] which can be edited on-line, thus supporting the
participation of the community in their definition.

The systematic review has led us to observe that obtaining a
general security ontology has been identified as a necessity. However,
despite the fact that current ontology proposals make important
contributions, they do not solve the problem of obtaining an
integrated security ontology. This is not an easy task (there is no
previous work dealing with this subject). Nevertheless, we consider
that existing security ontologies can be used as a general basis for
reuse thanks to their properties of shareability and reusability,

http://www.dmtf.org
http://nvd.nist.gov/scap.cfm


Table 4
Security ontology proposals: summary of contributions.

Proposal General Model or standard of
development

Integration of security
standards and best
practices

Ontology
language

Availability Main contributions

Denker et. al. [14,34,35] Yes Web service descriptions
in OWL-S (WSDL)

Xml signature, SAML,
WS-security

OWL Y Security annotations of agents
and web services

Dobson et al. [2,36] No IFIP dependability model
and UMD

IFIP working group
10.4 taxonomy

OWL Y Ontology for dependability
requirements engineering

Fenz et al. [24,37–43] Yes ROPE for business processes COBIT, ISO 17799 OWL-DL Y Ontology focuses on low-cost risk
management and threat analysisISO 27001

García-Crespo et al. [46] No Not identified RBAC, SWRL OWL-DL N Access control framework based
on RBAC

Geneitakis and
Lambrinoudakis [92]

No Not identified None DAML+OIL N Describes vulnerabilities for VoIP
services based on the SIP architecture

Herzog et al. [33] Yes Not identified None OWL-DL Y Ontology for information security focused
on assets, threats and countermeasures

Karyda et al. [47] Yes Top–down approach None OWL y NRQL N Ontology for developing security
critical applications

Kim et al. [48,49] No Not identified Security standards
in web services

OWL Y NRL security ontology for
annotating resources

Lee et al. [50] Yes Not identified DITSCAP OWL
(GenOM toolkit)

N Ontology for security requirements
in regulatory documents

Liu and Lee [52] No Not identified ISO 27001 OWL N Network
Mouratidis et al.
[53–56]

No TROPOS methodology
(i* framework)

None Formal TROPOS
grammar

N Modelling security with the TROPOS
methodology

Parkin et al. [58] No Not identified ISO 27002 OWL N Human-oriented security issues
Tsoumas et al.
[13,59,60]

Yes Extends the standard DMTF CRAMM COBIT OWL N Framework for security acquisition and
knowledge management

Undercoffer et al. [25] No Not identified Languages for
computer attacks

DAML+OIL Y Security ontology to specify computer
attacks

Yu et al. [57] No Business process modelling
and redesign and software
process modelling

None Not implemented N i* framework for modelling and reasoning
requirements about organizational
environments

Zhou et al. [66,67] No Not identified None OWL N Software reliability ontology
Zhou et al. [68] Yes Not identified None OWL N QoS-aware method based on an ontology
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although it is first necessary to identify whether these proposals are
adequate, and, to extract the key requirements that must satisfied in
order to obtain an integrated and unified security ontology.

We must emphasize that in order to identify these key require-
ments, in the ontological field, is necessary to start from a formal and
contrasted ontology comparison framework (in our case OntoMetric,
the choice of which is justified in next Section 3) in order to formally
discover the features of the proposals. What is more, we have also
detected that, specifically in the field of security, criteria with which to
compare an integrated ontology does not exist because the only
things that exist are standards and best practices which do not deal
with security from a global point of view and, in any case, help as
taxonomies of concepts, but do not contribute with other aspects that
ontologies may contain (concepts, relations, axioms, ontological
agreements …).

The following section therefore compares the set of identified
proposals, by using a specific framework for ontologies, which allows
us to discover how well these ontologies are defined, and how they
could be integrated and reused. However, owing to the lack of detailed
information regarding these proposals, only those which are most
mature (and which are available on-line) have been selected for the
comparison. Finally, in the following sections an initial proposal for an
integrated security ontology will be presented.

3. Comparison of the ontologies

Various approaches for the measurement and evaluation of
ontologies have been considered in literature, and these are
distributed in two major categories [69]. On the one hand, a few
approaches exist which are based on themanual assessment of a set of
ontology design criteria (e.g. OntoMetric [70,71]). On the other hand,
there are many automatic approaches (e.g. the approaches compared
in [72]), which evaluate different aspects of an ontology (e.g.,
vocabulary, conceptual structure) by relying on different views of
what constitutes a good “quality” ontology. In this work, we intend to
perform amanual comparison of ontologies. Various approaches exist,
depending on what kinds of ontologies are being evaluated and for
what purpose. For example, in [73] a classification of the most
important current approaches for evaluating and comparing ontolo-
gies is carried out by using six evaluation levels: lexical, vocabulary;
hierarchy, taxonomy; other semantic relations; context, application
level; syntactic; and structure, architecture, design. The OntoMetric
method [70,71] is a specific methodwith which to evaluate ontologies
once they have been developed, which accomplishes all these
evaluation factors by using a detailed set of 117 criteria.

In this sectionwe compare themostmature proposals identified in
the systematic review, using the OntoMetric based framework
presented in [30]. This framework adds a comparison and measure-
ments concerning the basic ontological elements (concepts, relations,
attributes, etc.) to the OntoMetric method.

A comparison has been made of the most mature proposals
whose ontologies are available in a specific ontology language (see
Table 4, field “Availability”), and are consequently not yet under
construction. In addition, although several ontologies identified in
this work were developed with different aims, and different specific
domains (always with the security aim in mind), it would be
interesting to measure them in order to discover how well these
ontologies are defined, how complete they are within the field of
security and software engineering, and whether they could be
integrated and reused, whilst simultaneously identifying the basis of
the key requirements that these ontologies should satisfy in order to
obtain an integrated and unified security ontology.

The comparison results and conclusions that were obtained after
analyzing these most mature ontologies are presented in the
following subsections (3.1, 3.2). These conclusions are extracted
by comparing similar ontologies: “OWL-S Security and Privacy”
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(proposed by Denker et al. [14,34,35]) versus “NRL” (proposed by
Kim el al. [48,49]), which are general ontologies describing secure
mechanisms, and “QoSOnt” (proposed by Dobson et al. [2,36])
versus “IDS Ontology” (proposed by Undercoffer et al. [25]), which
focus on specific domains. Although it is considered to be general,
the “SecurityOntology” (proposed by Fenz et al. [24,37–43]) is
applied to the environment of risk analysis, and will therefore be
dealt with in a specific manner.

3.1. General Comparison

Table 5 shows the general measures with regard to the basic
elements of the available ontologies which have been obtained using
an OWL ontology editor, SWOOP. These basic elements are: the
concepts of the domain that the ontologies represent; their metain-
formation associated through the attributes and their relationship;
their instantiation by using concrete elements (instances); and the
association of their elements through the use of inheritance
(taxonomic relations, root concepts and subclasses).

At first sight, we can observe that “OWL-S Security and Privacy”
has a greater number of concepts and instances than “NRL”. This
points to the fact that “NRL” is more general and does not provide
details of any concrete area since both describe secure mechanisms;
“NRL” is composed of seven sub-ontologies (see Section 2 for details)
and that of “OWL-S Security and Privacy” is mainly composed of two.
This conclusion is enhanced by the fact that both define an ontology
which is focused on authenticationmethods, but “OWL-S Security and
Privacy” defines it in greater depth. However, although “OWL-S
Security and Privacy” carries out a greater conceptualization of the
domain, it uses fewer attributes to define concepts and it should
assign more properties (related to inheritance), as “NRL” does (details
in following section).

On the other hand, the “QoSOnt” and “IDS Ontology” proposals
present a greater number of concepts since they attempt to model
specific issues (dependability and computer attacks). However, “IDS
Ontology” does not identify attributes, and attributes are not used to
define concepts, which is necessary if we are to understand the
concepts of the domain represented in the ontology.

Finally, although “SecurityOntology” is a general ontology, it is
applied to the scope of risk analysis, and therefore has many
concepts related to this (for example, the kind of threats or security
controls specified for standards [45], although the latter has 133
concepts). This explains the tremendous difference between the
number of concepts in the other ontologies analyzed. However, we
must take into consideration that there are several concepts in
“SecurityOntology” which do not model the risk analysis domain,
such as the conceptualization of an organization's components and a
classification of possible software in a company which is used as an
example.

We can infer that a high number of instances is a clue to the
application of the ontologies to case studies (real or invented).
Table 5
General comparison.

OWL-S security
and privacy

QoSOnt Security
ontology

NRL IDS
ontology

Number of concepts 87 92 453 82 106
Root concepts 45 32 18 20 41
Instances 136 61 601 81 22
Avg depth of inheritance 1,9 2,26 3,28 2,19 1,8
Avg of rel concepts 0,57 0,62 0,99 0,37 0,55
Avg of attributes 0,11 1,18 2,45 0,42 0
Avg of subclasses 0,44 0,65 0,95 0,65 0,61
N of taxonomic relations 42 60 434 62 65
N of no taxonomic
relations

24 25 47 25 75
However, this is not important since we are interested in evaluating
the ontologies with regard to the knowledge represented in the
conceptual model of the ontology, supposing that several sets of
instances may or may not exist.

The remainder of the measures shown in Table 5 complement
the OntoMetric [70,71] comparison, which is carried out in the
following subsection.

3.2. OntoMetric

OntoMetric [70,71] is based on comparing the importance of the
objectives and features of ontologies in order to measure whether
these ontologies can be reused in new projects. This method is used
to compare ontologies, and is composed of factors which are
grouped into five dimensions: the content represented in the
ontology, the language in which the ontology is implemented, the
methodology followed to develop it, the software environments
used to build it, and the cost of using the ontology in the system.

In our comparison, only the content dimension (as described
below) was studied in depth since we consider that when a user
finds an ontology, s/he should first analyze the identified concepts
(and how they are represented) and check whether they satisfy the
needs of the system to be modelled. We have, however, considered
some aspects from the other dimensions:

• The language dimension is particularly important for integrating
the ontology into the system. We have decided that the ontology
should be described by using OWL (Web Ontology Language),
which is accepted as a standard by the World Wide Web
Consortium (W3C), and which has sufficient properties to permit
the integration and combination of the ontologies analyzed.

• In the software environments used for building the ontology — such
as Ontolingua, WebOnto, Protégé, etc. [70] the visualization, edition,
user-friendliness and interaction with other tools of the software
environment are important factors. We have detected that the use
of Protégé and OWL covers all the necessities for the integration of
ontologies, but in this case we have not restricted the software used
for the comparison.

• The methodology and cost dimensions have not been considered for
the comparison, the former because in the field of security the
normal means by which to describe an ontology is based on security
standards or best practices (a classification accepted by the
community), and the latter because we have not obtained the
data to show the estimation of costs which has led to the
development of the compared ontologies in their respective
projects.

Having studied the content dimension in depth, the following
four factors and their related characteristics have been considered
for the comparison: concepts, relations, taxonomy and axioms:

• The concepts factor focuses on analyzing the degree of coinci-
dence of the domain concepts which are modelled, and how they
are specified. We first analyze whether the essential concepts are
collected, which implies that an ontology must include the
fundamental concepts of what is modelled, also bearing in mind
that the people who use this ontology will be able to find these
concepts easily and without ambiguity. So, for example, possible
synonyms for the concepts have to be modelled and the names
for the concepts must be well described in natural language, as is
the case of the attributes chosen for the concepts. We therefore
consider whether they contain the appropriate attributes;
whether these concepts are described in the upper levels of the
taxonomy in order to make them more reusable and, whether
they are conveniently described in natural language, along with
their description such as the attributes, relationships and axioms
described; the suitability of the attributes defined to describe the



Table 7
OntoMetric comparison: relations factor.

Relations factor OWL-S security
and privacy

NRL Security
ontology

QoSOnt IDS
ontology

Essential relations 4 4 4 4 4
Relations relate
appropriate concepts

5 5 5 5 5

Relations property
described in NL

2 1 4 3 1

Arity specified 4 4 4 4 4
Formal properties of
relations

1 1 3 2 2

Number of relations 4 4 4 4 3

* degree of acomplishment 1: very low, 2: low, 3: medium, 4: high and 5: very high.
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concepts; and finally whether the number of concepts repre-
sented (the size of the ontology) is adequate, in relation to the
domain that they represent. The size of an appropriate ontology
is a subjective factor, and depends on the domain that is intended
to be modelled (for example, whether or not all the possible
synonyms are considered) and the use that it will be put to. In
fact, the most important aspect of this issue is that if the number
of concepts is too large it could signify that an ontology is not
easy to use, and this could perhaps imply that a process is needed
to select the concepts. On the contrary, if the number of concepts
is too small, this could imply that the ontology does not collect all
the concepts (which is a deficiency).

• In the relations factor, as in the case of concepts, the degree of
compliment with the domain necessities must be established, along
with whether theway inwhich they are specified is appropriate.We
have described whether the essential relations have been collected
and are associated with suitable concepts; whether they have been
described in natural language and whether their arity is appropri-
ate; whether they are reflected in a suitable number; and finally, it is
important to discover whether they collect the formal properties of
relationships such as: Symmetry, Asymmetry, Antisimmetry, Re-
flexivity, Irreflexivity, Transitivity and Intransitivity (see [70] for
details).

• With regard to the taxonomy, we assess whether the concepts of the
ontology are suitably organized (the taxonomy is suitable for the
ontology); whether there has been a classification of concepts in
various perspectives (i.e., does a concept have a number of
“subclass_of” type relationships in the same concept?); whether the
set of classes that form the partition is comprehensively defined to the
parent class (exhaustive partition), whether the partitions are
disjoints (no instances have common or sub classes); and we finally
assess the maximum depth in the hierarchy of concepts and the
average number of children per concept (subclasses).

• The Axioms factor shows us how these axioms can be used to restrict
the values of the attributes of the instances and instances of
relationships, to maintain the consistency of the ontology and to
make deductions. We finally consider whether these axioms are
defined independently of the ontology and describe whether the
amount of axioms can provide us with an idea of the potential
deduction specified in the ontology and the ability to maintain
consistency.
Table 6
OntoMetric comparison: concepts factor.

Concepts
factor

OWL-S
security
and privacy

NRL Security
ontology

QoSOnt IDS
ontology

Essential security concepts 3 4 4 4 3
Concepts concerning
Vulnerabilities, Threats,
Attacks

– – 4 4 3

Concepts concerning
Controls, Countermeasures

– – 4 – –

Concepts concerning
Security Protocols,
Mechanisms, Policies

3 4 - – –

Essential concepts in
superior levels

4 5 3 5 4

Concepts properly
described in NL

3 2 4 3 1

Formal specification coincides
with NL

4 3 4 5 1

Attributes describe concepts 2 4 4 4 1
Number of concepts 4 3 3 5 4

* degree of acomplishment 1: very low, 2: low, 3: medium, 4: high and 5: very high.
For the purposes of this comparison, each factor has a group of
measurable characteristics which are scored from 1 to 5 according to
their low or high degree of accomplishment, specifically very low,
low, medium, high or very high depending on the suitability of the
ontology for the feature we are evaluating, as is suggested in [70]. The
values considered for each characteristic are shown in Tables 6–9.

3.2.1. Concepts factor
Table 6 shows the values for the concepts factor. This table shows

how the ontologies accomplish this factor through a group of six
features measured in each row of the table. The first feature
represents whether the ontology contains the essential concepts of
the domain. The level of accomplishment of this feature for the
ontologies “NRL”, “SecurityOntology” and “QoSOnt” is high, that is,
these ontologies contain the essential concepts of the domain they are
attempting to model. In this case, in order to analyze this factor
properly, it is first necessary to clearly identify the domain that the
ontology is intended to model. We therefore compare the ontologies
by grouping them according to the domains identified in Table 6:
“Vulnerabilities, Threats and Attacks”, “Controls and Countermea-
sures” and “Security Protocols, Mechanisms and Policies”. As
mentioned later (Section 4.2.1) the essential concepts in the field of
security are extracted from the main security standards and best
practices.

“NRL” and “OWL-S Security and Privacy” ontologies focus
principally on the concepts of “Security Protocols, Mechanisms and
Policies”. We have detected that the essential concepts are better
detected in “NRL”, since it includes more essential concepts than
“OWL-S Security and Privacy”, although it is not possible to identify all
of them because the mechanism field and security protocols alter
drastically in a short period of time. For example, for the concept of
‘security credential’, “NRL” considers essential concepts as being
“physical tokens”, “electronic tokens” or “biometric token”, whereas
“OWL-S Security and Privacy” solely considers “electronic token”.

“IDS Ontology” and “QoSOnt”must be considered in the domain of
“Vulnerabilities, Threats and Attacks”. In this respect, “QoSOnt”
collects the essential concepts in a better manner, since, for example,
unlike “IDS ontology”, it considers concepts such as safety and
Table 8
OntoMetric comparison: taxonomy factor.

Taxonomy factor OWL-S security
and privacy

NRL Security
ontology

QoSOnt IDS
ontology

Several perspectives 2 2 2 4 2
Appropriate exhaustive
partitions

2 4 3 3 4

Appropriate disjoint
partitions

2 4 1 4 1

Maximum depth 3 4 2 4 3
Average of subclasses 2 3 4 3 3

* degree of acomplishment 1: very low, 2: low, 3: medium, 4: high and 5: very high.



Table 9
OntoMetric comparison: axioms factor.

Axioms factor OWL-S security
and privacy

NRL Security
ontology

QoSOnt IDS
ontology

Solves queries 2 2 5 3 3
Infers knowledge 2 3 4 3 4
Verifies consistency 3 3 5 3 3
Not linked to concepts 2 3 4 1 1
Number of axioms 2 2 4 3 3

* degree of acomplishment 1: very low, 2: low, 3: medium, 4: high and 5: very high.
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dependability. What is more, “IDS Ontology” also focuses on a
continuously changing domain: ‘attack intrusion on the network’.

Finally, “SecurityOntology” is that which covers most security
concepts, considering not only “Vulnerabilities, Threats and Attacks”,
but also “Controls and Countermeasures”, and therefore collecting
more essential concepts than the previous proposals. But it still does
not take into account all the possible kinds of essential Vulnerability
and Control concepts (again because innovations appear quickly in
security), and what is more important, it should consider termswhich
are synonyms in other risk analysis methods, not only those on which
it is based [44], such as for example CRAMM [61] or MAGERIT [74].

The second feature represents whether the superior levels of the
taxonomy contain the essential concepts of the domain that the
ontology models. As we can see in Table 6, both “NRL” and “QoSOnt”
obtain the best score. Although “SecurityOntology” has more concepts
than the other ontologies, the essential concepts of the security domain
are not included in the superior levels of the ontology. The third row of
the table states that even when “NRL” models almost all the essential
concepts of the domain, these concepts are not properly described in
natural language. On the other hand, “SecurityOntology” describes the
concepts in natural language in a precise manner, thus facilitating the
reuse of the ontology. The next feature represents whether the formal
specification of the concepts, that is, the properties and axioms that
characterize each concept, corresponds with the natural language
description of this concept. Here, “QoSOnto” obtains the highest score
because the concepts of the ontology are correctly specified with
attributes and axioms. On the other hand, “IDS ontology” obtains the
worst score because it does not contain any attributes, as is shown in
the sixth row of Table 5. The fifth row indicates how the attributes
describe the concepts and whether they are well defined in the
ontology. For this feature, “IDS ontology” again obtains the lowest score
because it does not contain any attributes. The concepts of “NRL”,
“SecurityOntology” and “QoSOnt” are well defined by their attributes.
Finally, the last feature represents whether the size of the ontology is
appropriate in terms of concepts. Here we can see that, although
“SecurityOntology” contains more concepts than the other ontologies,
they are not sufficient to represent the risk management domain, and
this ontology obtains worse results than the “QoSOnt” ontology.

By examining all the characteristics of this factor we can note that,
despite having stated in the section above that “OWL-S Security and
Privacy” performs a greater conceptualization of the domain, some
concepts in this ontology (‘security mechanism’) are useful concepts in
another domain, but are not particularly relevant for describing
security-related information (such as ‘syntax’ and ‘data transfer
protocols’). Therefore, although “NRL” describes more security con-
cerns (and identifies fewer concepts than “OWL-S Security and
Privacy”), we consider that both identify the same essential concepts
(as Table 6 shows). However, “NRL”makes their reuse difficult because
the concepts are not properly described in natural language.

Furthermore, “OWL-S Security and Privacy” should assign more
properties to each concept if it is to correctly define the attributes that
the concept instances have. Moreover, we have identified that the
properties that “OWL-S Security and Privacy” defines are determined
for the top class. However, these properties do not apply to most of
the subclasses (inadequate use of inheritance). For example, no
instance under the ‘Syntax’ subclass has a property or a need for the
‘enc’ (relative to Encryption) or ‘reqCredential’ (Required Credential)
properties, yet they are all inherited because these properties are
defined in the top class. “IDS Ontology” describes concepts in a
schematic manner and does not make use of attributes to describe
them, thus making the concepts difficult to understand. Nevertheless,
“QoSOnt” widely describes concepts in natural language and includes
attributes for defining them. “QoSOnt” is therefore more reusable.
Finally, the “SecurityOntology” collects the concepts related to risk
analysis in an efficient manner, with the exception of some concepts
related to the system's assets since only the infrastructure assets have
been considered (i.e. the service assets are not considered). For
example, we can see other kinds of assets in risk analysis methods [74]
or [61].

3.2.2. Relations factor
Table 7 specifies the values for the relations factor. The first row of

this table indicates whether the ontology contains the essential non
taxonomic relations between the domain concepts. The level of
accomplishment of this feature for all the ontologies is high, that is,
these ontologies cover the most important relations between the
concepts of the domains they are modelling. The second feature
represents whether the relations are associated with the right
concepts in the ontology. For this feature, all the ontologies obtain
the highest score because the concepts that participate in the relations
are appropriate. The next row of the table indicates that although
“OWL-S Security and Privacy”, “NRL” and “IDS ontology” include
almost all the essential relations, these concepts are not properly
described in natural language. On the other hand, “SecurityOntology”
describes the concepts in natural language in a precise manner, thus
facilitating the reuse of the ontology. The fourth feature represents
whether the number of arguments in the relation, that is, the number
of concepts associated with each relation, is appropriate. All the
ontologies obtain a high score for this measure, indicating that the
arity of the relations is well defined. The fifth feature states whether
the relations are defined through formal properties such as reflexivity,
transitivity, asymmetry and symmetry, which are extremely useful in
verifying the consistency of the ontologies. The “OWL-S Security and
Privacy” and “NRL” ontologies obtain the lowest score for this
measure, again because they do not specify any formal property in
the relations. On the other hand, the relations in “SecurityOntology”
are defined by the functional, symmetry and transitive properties.
Finally, the last feature represents whether the size of the ontology is
appropriate in terms of relations. The correct number of relations
depends on the number of concepts in the ontology. A small number
of relations could signify that the essential relations have not been
modelled. On the other hand, a large number of relations could imply
a less manageable ontology, as is the case of “IDS Ontology”which has
75 non-taxonomic relations for 106 concepts.

In general, although the relationships have been properly defined
in the ontologies, they are not properly specified in natural language
and not all of the formal properties of the relations are identified. In
fact, some authors such as those of “OWL-S Security and Privacy” and
“NRL” do not take them into account. The relations should be specified
in a formal manner to obtain both reusability and to detect
incongruence.

3.2.3. Taxonomy factor
The values for the taxonomy factor are presented in Table 8. The

“Several perspectives” feature examines the correctness of the
subclass of relations and whether the ontology contains more than
one subclass of relations for the same concept and this classification is
necessary in the domain. In this case, “QoSOnt” defines the taxonomy
by considering this aspect. The secondmeasure identifies whether the
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set of subclasses is comprehensively defined to the parent class, that
is, it evaluates the completeness of the partition. The level of
accomplishment of this feature is high for all the ontologies, given
that they include the appropriate concepts in the partitions. On the
other hand, in the “OWL-S Security and Privacy” ontolog,y some of the
concepts in the hierarchy are missing. The fourth feature evaluates
whether the disjointness of the classes of the ontology has been
defined. This guarantees that an individual that is a member of one
class cannot simultaneously be an instance of another specified class.
For this feature, “SecurityOntology” and “IDS Ontology” do not specify
those disjoint classes in the ontology which are used in automatic
classification processes, and thus obtain the lowest score. Finally, the
last feature calculates the average number of subclasses in the
ontology, which helps to determine the detail of the taxonomy in the
ontology. This measure has been calculated in Table 5, As we can see,
“SecurityOntology” obtains the highest score with an average of 0.95
subclasses of relations.

In general, the concepts in the ontologies analyzed are not
classified under different perspectives and the ‘no_subclass_of’
relation has not been used. We have identified that obtaining the
exhaustive partition is a difficult task, because new security issues
always appear, and can be included. Therefore, we have detected that
all the ontologies improve the use of appropriate exhaustive
partitions if they review all the possible decomposition classes in
the domain. For example in “SecurityOntology”we have detected that
the hierarchy or kind of asset identified is not complete, because it
focuses solely on Infrastructure assets. In this respect, exhaustive
partitions are easier to define in a concrete domain (thus “IDS
Ontology” and “QoSOnt” proposals have higher values). On the other
hand, we have identified that some concepts in “SecurityOntology”,
such as the kind of threat, should be hierarchically categorized in
order to facilitate their reuse, since some threats are closely related.
Anotherweakness of “SecurityOntology” is that the disjoint partitions,
which are important in the automatic classification of ontologies, are
hardly ever used. A further conclusion is that “NRL” pays more
attention to this factor than does “OWL-S Security and Privacy”, since
the former is more exhaustive than the latter, and an attempt should
be made to obtain the general concepts in the first layer of the
ontologies, in order to make them more reusable.

3.2.4. Axioms factor
Finally, in Table 9, we show the axiom factor and its features. The

first feature identifies whether any of the axioms in the ontology are
defined to query non explicit knowledge in the knowledge base
(instances) of the ontology. In OWL, these axioms are usually
represented by the allValuesFrom, someValuesFrom and hasValue
restrictions. “SecurityOntology” comprises these restrictions in the
ontology, thus assisting in the inference of new knowledge. The next
feature studies whether the axioms help to infer either some of the
values of the attributes of the new instances inserted into the ontology
or some instances of the relations of the ontology. The cardinality and
range restrictions are used to model this kind of axioms in OWL. The
level of accomplishment of this feature for “SecurityOntology” and “IDS
ontology” is high, since they implement these restrictions on the
ontology. On the other hand, “OWL-S Security and Privacy” should
define the range of the attributes and relations defined in the ontology.
The third feature states the usefulness of the axioms for checking the
consistency of the ontology. More specifically, this kind of axioms
allows the permitted values of the attributes and the relations between
concepts to be verified and restricted. For this feature, “SecurityOntol-
ogy” implements this type of axioms in an effective way. The “Not
linked to concepts” measure identifies the use of external axioms that
do not depend on the terms of the ontology. In this case, “QoSOnt” and
“IDS Ontology” obtain the lowest score because they should specify this
kind of axioms in order to facilitate their understanding and
modification. Finally, the number of axioms in the ontology is studied
in the last feature. This measure indicates the potential for making
inferences in the ontology. Here, “SecurityOntology” includes several
axioms in the ontology. On the other hand, “OWL-S Security and
Privacy” and “NRL” ontologies should add new axioms in order to
exploit the reasoning capability provided by the ontologies.

By examining all the features of this factor we can conclude that
“NRL” and “OWL-S Security and Privacy” define few axioms and
cannot, therefore, infer knowledge, only some restrictionswith regard
to the value of the attributes of the concepts, while “QoSOnt” and “IDS
Ontology” use more constraints and can infer knowledge and verify
consistency, but these are related to the concept of the ontology (they
are not independent). The “SecurityOntology” is worthy of note
because it takes the axioms into account in order to verify consistency
and to solve questions (independent of the ontology). An example of
application is shown in [38] in which the JESS reasoner is used [75]. In
this case, axioms are defined independently of the concepts of the
ontology, thus providing a greater ease of comprehension and
modification, since their definition does not depend on the changes
made to other concepts in the ontology.

3.3. Conclusions of the comparison

We have first used the framework presented in [30] to focus on
basic elements (Section 3.1), and we have then used a formal
framework [70] to compare the most mature proposals of the security
ontologies identified in Section 2.3, after carrying out our systematic
review. The aim of this was to obtain a vision of the current situation
which will allow us to discover howwell these ontologies are defined,
and how they could be integrated and reused, whilst simultaneously
allowing us to identify (in the following sections) the key require-
ments for an integrated security ontology.

As a conclusion of this comparison, we have discovered that not
only do the ontologies include few attributes with which to define
concepts but also that the natural language expressions used to
describe them are not appropriate, because they are too schematic
and, therefore, difficult to understand. The ontologies are not
exhaustive because they do not define all the possibilities of the
studied domain. An example of this can be seen in “SecurtityOntol-
ogy” which does not define all the types of assets (see previous
section). These ontologies use few axioms and formal properties in
their relationships to infer knowledge such as reflexivity, transitivity,
symmetry and asymmetry. What is more, certain ontologies (such as
that of “OWL-S Security and Privacy”) describe as instances elements
which should be considered as domain concepts, or the taxonomic
classification is not sufficiently generalized (as in the “SecurityOntol-
ogy” proposal).

However, we should highlight “SecurityOntology”, which can infer
knowledge by using axioms, although it does not have an appropriate
taxonomy classification. Moreover, “NRL” has a good taxonomy
classification of several security concepts, and collects the essential
concepts (by following security standards for Web Services). This is
also true of “QoSOnt”, although it is focused on the dependability
domain. Moreover, all the ontologies have collected the essential
relations between the concepts of their domains.

4. Towards an integrated general security ontology

Defining an integrated security ontology is a highly complex
challenge which the scientific community has not yet completely
fulfilled. In this section, we offer a discussion on this, which is
organized into three subsections. Section 4.1 describes the problems
of integrating ontologies. In Section 4.2 we describe the key
requirements that we believe a unified and integrated ontology
should consider, extracted from the formal comparison described in
Section 3. The level of achievement of the previously studied
proposals with respect to these key requirements is also discussed,



Table 10
The key requirements, and how they are satisfied by the proposals.

Static knowledge Dynamic knowledge Reusability

Key
Requirements
Proposal

Essential
concepts

Follows
standards

Updated Attributes are
described

Relations are
described

Detects
inconsistency

Infers
knowledge

Taxonomy (Exhaustive
partition and generalized)

Commented
in NL

Standard
language

OWL-S security
and privacy

p n N p p p n p y y

NRL y y Y y p y p y p y
Security ontology y y Y y p y y p y y
QoSOnt y n N y p y n y y y
IDS ontology p y N n p y p y n y

* key requiremetns are: y = yes; n = no; or p = partially satisfied.
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again through a comparison (summarized in Table 10). Finally, in
Section 4.3 we present the basis for obtaining a first proposal of a
general security ontology, which should satisfy the key requirements
identified, considering the problems defined in Section 4.1.

4.1. Ontology integration

There is an increasing interest both in ontologies and in the idea of
reusing existing (domain) ontologies [9]. Moreover, a high level of
consensus has been reached that both costly human resources and
intense organizational work are normally required to construct
ontologies. Thus, on the one hand, experts and knowledge engineers
must work together in order to create an ontology. On the other hand,
it is necessary to co-ordinate experts' work, and to manage the
information flow between the human agents involved in the
ontology's construction. In this respect, a complex elicitation process
between experts and knowledge engineers is usually required. This
situation creates various problems, such as the need to have meetings
between experts and knowledge engineers and to establish a
consensus on the task schedule that must be adhered to in order to
construct an ontology [76]. Fortunately, experts' availability can to
some extent be overcome by exploiting the possibilities of a
communication network to which a set of user nodes is connected.
(Expert) user nodes can therefore be distributed in both space and
time while all of them are solving a certain task.

Given the difficulties involved in resolving this problem, we believe
that the construction of corporate ontologies can be enhanced by
reusing already existing ontologies. Constructing reusable domain
ontologies is not straightforward: there is a trade-off between specific
use and reuse. That is, the more committed an ontology is to a specific
domain and task, the less its terminological elements can be generalized
and reused inother domains and tasks.Manyauthorshavedefended the
concept of reusable ontologies as a worthwhile and attainable goal in
knowledge representation. Several of them have attempted to show
that domain ontologies can be constructed for specific systems inwhich
the ontology is reused in alternative tasks or applications.

Hence, ontologieswould be reused by applying ontology integration
processes. In [77] integration processes are considered beneficial for
promoting knowledge sharing and reuse. According to Reimer [78],
Knowledge Integration can be seen from twopoints of view: integration
of different knowledge bases and integration of different representa-
tions of the same knowledge at different formalization levels.

There is no consensus in literature on how to define ontology
integration processes, although authors consider ontology integration
to be a complete process rather than a single ontology. However, these
authors provide different definitions of this:

(1) In [79], the integration process is divided into the following
steps:aggregation

(2) combination
(3) assembling different source ontologies together in order to
form the resulting ontology, possibly after reused ontologies
have undergone some changes.

On the other hand, for [80], ontology integration consists of three
iterative steps:

(1) finding overlapping areas within the ontologies;
(2) relating concepts;
(3) checking for all consistency, coherency and non-redundancy of

the result.

Nevertheless, the Semantic Web community would appear to
agree on the objectives of such a process, that is, reusing ontologies to
build more complete domain models to, for example, enhance the
semantics of Web content. Work on collaborative construction of
reusable knowledge components (i.e., ontologies) can be split into
two categories: (1) frameworks, algorithms and tools for integration,
aligning and merging; and (2) collaborative development of a global
ontology. However, working cooperatively can give rise to several
problems [4]. Some of these are:

• Redundant information. Two different experts might attempt to
describe the same part of the domain knowledge. Given this
eventuality, it would be desirable for the system to be capable of
managing this possible situation so that redundancies could be
avoided.

• Use of synonymous terms for a concept. Apart from dealing with
redundant information, different experts may employ different
terminologies for the same concept. In other words, there might be
correspondence between different terms employed for a given
concept. During the ontology construction process, information
concerning the use of synonymous terms for a concept must be
stored and managed, since a particular terminology should not be
imposed on any expert during the Knowledge Acquisition process.
However, an ontology would strive towards ‘consensual knowl-
edge’, that is, a fixed terminology. Synonyms are possible but,
ideally, everybody should agree on the terminology.

In the case of a framework for the merging of ontologies, a third
collaborative problem must be highlighted; that of inconsistencies
among knowledge descriptions.

4.2. Key Requirements of an Integrated Security Ontology

As a consequence of the formal comparison made in Section 3, we
believe that the key requirements that a unified and integrated
ontology should consider can be grouped into three aspects: i) STATIC
KNOWLEDGE, which will allow the concepts collected in the ontology
to be properly identified ii) DYNAMIC KNOWLEDGE, in order to
ensure that the knowledge collected in the ontology can be used to
infer other knowledge and, finally iii) REUSABILITY, enhancing the
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fact that the ontology is developed by taking into consideration
aspects that permit its reuse and shareability. These key requirements
are presented in Table 10, and are divided into several sub-aspects,
showing how the proposals identified in the previous section satisfy
each one: completely (y— yes), not at all (n— no) or partially (p). We
shall now explain all these sub-aspects in detail, comparing the
proposals through these key requirements.

4.2.1. Static knowledge
STATIC KNOWLEDGE refers to the fact that an integrated ontology

should satisfactorily describe in natural language the essential
concepts, along with their associated properties (relations and
attributes) for the domain it models. An ontology must include the
fundamental concepts of what is modelled, also bearing in mind that
the people who use this ontology will be able to find these concepts
easily and without ambiguity. So for example, possible synonyms for
the concepts have to be modelled. Specifically, in the field of security,
the essential concept of the ontology should be principally collected
from security standards or best practices (for example, a taxonomy
accepted by the security community). Security standards (such as ISO/
IEC 27001 [45], ISO/IEC 15408-1999 [83], etc.) and best practices
(such as MAGERIT [74], CRAMM [61], OCTAVE [84], COBIT [62]), must
therefore be considered, along with those terms which are synonyms
and the correlations between them. In relation to this is the problem
of the size of the ontology, which is a subjective feature that depends
onwhat is intended to bemodelled, and its use.Wemust bear inmind
that if the number of concepts grows considerably then this will imply
the use of a precise process to select the concepts. In the field of
security this growth is normal because concepts must be updated,
since the security environment is unsettled and new standards (or
new versions) and terms appear quickly, signifying that concepts are
soon out of date.

Furthermore, the relations should be specified with their formal
properties (Symmetry, Asymmetry, Antisymmetry, Reflexivity, Irre-
flexivity, Transitivity and Intransitivity) [70] which verify consistency.
Finally, instances of concepts should be used only as examples, since
the suitable valuation is made with regard to the represented
knowledge in the conceptual model of the ontology, supposing that
several sets of instances may or may not exist.

By examining the first aspect in the studied ontologies we can
conclude that only “NRL” and “SecurityOntology” satisfy all the key
requirements for the STATIC KNOWLEDGE aspect. Although the
“QoSOnt” and “OWL-S Security and Privacy” ontologies consider the
essential concepts (see Section 3.2.1, ‘Concepts factor’, for further
details) and both the attributes and relations are well described, they
do not follow the standards, and some of the concepts that they
contain are out of date. The “IDS Ontology”, partially includes (see
Section 3.2.1, ‘Concept factor’, for details) the essential concepts and
the relations are well described, but it should describe the attributes
properly. Although this ontology follows the standards, it should be
updated. Finally, the “SecurityOntology” collects the concepts related
to risk analysis in an efficient manner, with the exception of some
concepts related to the system's assets, since only the infrastructure
assets have been considered (i.e. the service assets are not
considered). We must therefore consider other kinds of assets in
risk analysis methods [74] or [61], and detect other concepts or assets
that are synonyms in this other risk analysis method.

4.2.2. Dynamic knowledge
The use of axioms (equivalent to DYNAMIC KNOWLEDGE in

Table 10) should also be defined in order to restrict the values of the
attributes of the instances and instances of relationships, to maintain
the consistency of the ontology and to make deductions or infer
knowledge. Another important factor is that axioms should be defined
independently of the concepts of the ontology in order to provide us
with a greater ease of comprehension and modification, since their
definition does not depend upon the changes made to other concepts
in the ontology. This issue is extremely important in security. For
example, in risk analysis we can identify relationships between the
threats to a system and the asset affected, independently of the
system modelled. In conclusion, this is outside the sphere of
Lightweight ontologies which include concepts, concept taxonomies,
relationships between concepts, and properties that describe con-
cepts, but not within the sphere of Heavyweight ontologies which add
axioms and constraints to lightweight ontologies [81].

Regarding the DYNAMIC KNOWLEDGE factor in the selected
ontologies, although “NRL” and “QoSOnt” permit consistency to be
checked, some axioms for inferring new knowledge should be
included in the ontology. Both “OWL-S Security and Privacy” and
“IDS Ontology” lack axioms for detecting inconsistencies and inferring
knowledge. Finally, “SecurityOntology” implements the axioms
successfully.
4.2.3. Reusability
The taxonomy of the concepts should be adequate, and should be

conscious of the difficulty of representing an exhaustive partition in a
domain (particularly in security), and should therefore be prepared
for reuse (REUSABILITY in Table 10). The generalization of concepts
should thus be taken into account, since if the essential concepts are in
the top level of the hierarchy they facilitate the reuse of the concepts.
Furthermore, disjoint partitions should be considered, since they are
important in the process of automatic classification of the ontologies,
and different perspectives of the concept being classified should
sometimes be given (for example whether the people involved have
several roles). This is an important factor in the field of security, since
different roles will normally be involved (security designers, devel-
opers, users, administrators or managers), and it is not usual for all of
these people to be experts in the domain. This reinforces the fact that
the concepts should be described properly in natural language.
Another important issue is the language used to implement the
ontology. Its expressive and reasoning capacity should be analyzed,
since the language is particularly important for integrating the
ontology into a system or with other ontologies. In fact, ontologies
help us to specify a conceptualization (describe the semantics of
information) in a particular context, and therefore allow information
(reasoning) to be extracted from the concepts, and their relationships,
which are included in the ontology, and new knowledge to be created.
As we have stated in the section above, the language we have selected
is OWL, which is accepted as a standard by the World Wide Web
Consortium (W3C), and which has sufficient properties to permit the
integration and combination of the ontologies analyzed. This language
should be combined with the software environments used for
building it, in which its visualization, edition, user friendliness and
interaction with other tools are important factors. As regards the
methodology [82], we have not identified one which is ideal but we
consider that the most important aspect in security is that the basis
through which to develop the ontology should be security standards
(e.g. ISO/IEC 27001 [45], ISO/IEC 15408-1999 [83], etc.) and best
practices (such as MAGERIT [74], CRAMM [61], OCTAVE [84], COBIT
[62]).

With regard to the REUSABILITY factor in the proposals studied,
only “QoSOnt” completely accomplishes all the key requirements.
Both “NRL” and “IDS Ontology” should improve their natural language
descriptions of the ontological elements (concepts, relations and
attributes) to facilitate their understanding. Finally, the taxonomy of
“OWL-S Security and Privacy” and that of “SecurityOntology” should
be revised.

Additionally, the cost of developing the integrated ontology should
be as low as possible, and always within the bounds of the budget of
the project. These costs include the purchase and exploitation of
ontology licenses training, installations and maintenance. The cost of
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the methodology and software environments chosen to develop the
ontology should therefore be considered.

As regards the proposals analyzed, although they make important
contributions to the security community, they offer only partial
solutions to the integration of knowledge into a general security
ontology, andwe have identified some aspects that could be improved
(see Table 10). The security community consequently still needs an
integrated security ontology to solve these aspects in order to
improve and provide reusability, communication and knowledge
sharing. The first steps towards the definition of such an ontology are
presented in the following section.

4.3. An integrated general security ontology

Aswas stated in Section 4.1, there is no consensus on how to define
the ontology integration process, and it is a difficult and time
consuming task. The integrated ontology to be obtained should
achieve all the key requirements described above (Section 4.1). We
have identified that the bestmanner in which to obtain this integrated
ontology is that of studying current security ontologies and attempt-
ing to combine them by following these steps.

The integration of ontologies must be performed in pairs. First, the
ontologies that are going to be integrated have to be sorted using one
criterion, and theywill then be inserted into the transformed ontology
in the order established by that sorting process. Different criteria can
be used for this. For example in [4] the ontologies are sorted according
to the number of concepts they have. This criterion is used to
minimize the number of modifications to be made to the transformed
ontology, since it is more probable that the knowledge of the
remaining ontologies has already been included in the transformed
ontology. We believe that the size of the ontology should be
considered in the integration process, and this may be a good starting
point for the automatic integration of ontologies, but other factors
would have to be taken into account in a manual integration process
such as those identified in the section above (STATIC KNOWLEDGE,
DYNAMIC KNOWLEDGE and REUSABILITY). Specifically, when we
attempt to integrate and unify ontologies we must take special care of
the growth of the size of these ontologies, because this could imply
having to use a precise process to select the concepts once the
concepts of these ontologies have been integrated.

In this respect, we would use the main security concepts of the
“NRL” ontology (such as Reliability, Security protocol, Security
Mechanism, Security Policy or Security Risk) as a starting point and
we would extend this ontology with new concepts such as security
assurance, security credentials, security algorithms, risk analysis, etc.
in order to obtain this integrated security ontology (Fig. 1). These new
security concepts will therefore use other ontologies described in
other proposals to specify the specific concepts. More specifically, the
“SecurityOntology” could be considered as the second ontology to be
integrated, since it considers the elements identified in the section
above as part of an integrated ontology, with the exception of the
aspect of taxonomy (REUSABILITY), i.e., several perspectives are not
considered, and neither is the disjoint relation.

We could then consider the “IDS Ontology”, the “QoSOnt” and the
“SecurityOntology”, and fix all the deficiencies identified in the
comparison (see Section above). This general security ontology could
also be extended through the addition of new ontologies such as, for
example, a security measurement ontology which is highly important
in security issues, and is not considered by the ontologies analyzed. All
this work must be carried out by taking into consideration the
relationships between the concepts of the different ontologies
identified.

Once the ontologies had been sorted, the firstwould be selected as
the skeleton and would have to be integrated with the second. The
result of this integration would then have to be integrated then with
the third, and so on. The ontology integration process thatwe suggest
is that proposed by [80] and, as we have stated previously, consists of
three iterative steps: (1) finding overlapping areas within the
ontologies (see Fig. 1); (2) relating concepts; and (3) checking for
all consistency, coherency and non-redundancy of the result.

Obviously, when integrating ontologies we observe that the
concepts defined for each of the ontologies are different, so it is
necessary to carry out an initial filtering of conflicts and inconsisten-
cies. This is related to the problem of modelling essential concepts in
ontologies, considering for example all the possible synonyms. More
specifically, two main kinds of conflicts can occur [85]: conflicts at the
instance-level and conflicts at the concept-level. The latter are the
most difficult to solve, andmore attentionmust be paid to them. At the
concept-level, Nguyen [86] assumes that two ontologies contain the
same concept but that its structure is different in both ontologies.
Some of the conflicts that can occur at this level are the following:

• The same concept is defined with different terms. For example,
“NRL” specifies the terms CryptograhicKey and BiometricToken,
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while “OWL-S Security and Privacy” uses Key and Biometric to refer
to the same concepts.

• The same term is used to represent different concepts. For example,
“OWL-S Security and Privacy” describes the term SecurityProtocol
as a subclass of SecurityMechanism, but “NRL” describes these two
concepts as being in the same level as the Security Concepts
subclasses.

• Definition of the same concept using different attributes. Some
inconsistencies have been identified in the attributes associated
with the ontology and in the use of some of the expressions in
natural language which are employed to describe concepts.

Despite the fact that the all authors of this paper are domain
experts, combining ontologies will be a difficult task unless one of
them is the creator of the ontologies and knows exactly what each
term means.

Once the ontologies have been integrated, the consistency of the
resulting ontology will have to be checked. As stated previously, the
language we have selected is OWL, and more concretely the OWL-DL
version based on Description Logics. Its formal model allows a set of
Description Logic inference services to be performed automatically,
and this can be supported by DL reasoners including HermiT, Pellet2,
Fact++ or Racer [87], such as:

• Consistency checking, which ensures that an ontology does not
contain any contradictory facts.

• Concept satisfiability, which checks whether it is possible for a class
to have any instances. If a class is unsatisfiable, then defining an
instance of the class will cause the whole ontology to be
inconsistent.

• Classification, which computes the subclass relations between every
named class to create the complete class hierarchy. The class
hierarchy can be used to answer queries such as obtaining all or only
the direct sub-classes of a class.

• Realization, which finds the most specific classes to which an
individual belongs; or, in other words, computes the direct types for
each of the individuals.

For example, in the case of a correct Classification, we have
identified that some concepts in “SecurityOntology”, such as the kind
of threat, should be categorized hierarchically in order to facilitate
their reuse. What is more, the concept of asset can be extended with
more concepts related to risk analysis since only infrastructure assets
have been considered (for example, with data or service asset). It
does, however, take axioms into account to solve queries related to
the domain or to restrict the values of their properties or attributes.

Finally, we must consider that one of the STATIC KNOWLEDGE
key requirements is “follow security standards and best practices”.
We are therefore working to develop a risk analysis ontology, by
extending “SecurityOntology” to represent security issues following
that criteria. We have consequently used our previous work with
security requirements [88,89] as a starting point, and we now focus
on privacy (an issue not considered by “SecurityOntology”). The
work is based on MAGERIT [74]. MAGERIT is the information
systems risk analysis and management method used by the Spanish
public administration. It conforms to the ISO/IEC 15408-1999
(Evaluation Criteria for Information Technology Security Standard,
also known as the Common Criteria Framework — CCF [90]).
MAGERIT is based on both international and national legal
regulations, which are relevant in the analysis and management of
risk: administrative procedure, protection data, electronic signature,
classified information and network and information security (see
Appendix 3 MAGERIT [74] for details of these regulations). Thanks
to this work we have identified certain relationships between
threats and assets, which are not identified in “SecurityOntology”.
What is more, at the moment of integration we have extended the
threats hierarchy, which had been detected as a necessity for
“SecurityOntology”.

5. Conclusions

After the planning and execution of the systematic review, and
once the most mature proposals had been studied and compared,
we observed that the majority of the identified works focus on
specific domains, thus signifying that the scientific community has
not accomplished an integrated security ontology, although this has
been identified as a branch of research. In the field of security it is
difficult to formalize all existing concepts, which should be adapted
to security standards. The definition of an integrated security
ontology has not, therefore, been considered as an isolated task,
and the community should make greater efforts to combine and
improve the ontologies developed. However, we have used a formal
comparison to identify that the analyzed proposals, despite making
important contributions to the security community, offer only
partial solutions to the integration of knowledge into an integrated
security ontology. We have therefore presented the key require-
ments that ontologies should take into consideration if they are to
obtain an integrated and unified security ontology. This integrated
security ontology should at least identify the essential and updated
concepts (STATIC KNOWLEDGE), should allow us to infer knowledge
(DYNAMIC KNOWLEDGE), and should be reusable and shareable
(REUSABILITY).

We have, moreover, identified that the best way in which to obtain
this integrated ontology is to study the current state of the art (as has
been done in this paper), comparing the most mature proposals
through a formal comparison (through the factors of contents,
taxonomy, relation and axioms) in order to obtain a vision of the
current situation, and to detect aspects which should be improved to
integrate and combine them, thus reducing the cost of developing
new ones from scratch without taking those which already exist into
consideration. We have also identified that the combination of the
Protege software and the OWL language, which is accepted as a
standard by the World Wide Web Consortium (W3C), is the most
appropriate tool through which to do this. What is more, we have
proposed a first schema of this integrated security ontology, taking
the ontologies analyzed as a basis, indicating the aspects to be
improved and the new issues to be considered in order to combine
them, and also identifying new sources of possible concepts.

Finally, as further work, we plan to extend the risk analysis
ontology with works in progress such as those described in Section 2
(for example [13]), or other methods or practices accepted by the
risk analysis community such as the CCTA Risk Analysis and
Management Method (CRAMM) [61], OCTAVE [84] or MAGERIT
[74] — Fig. 1). In addition, we wish to apply this integrated security
ontology to a framework in order to identify security requirements
that we are currently developing [91], with the possibility of
adapting it to other security requirements frameworks.
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